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Modern Data Structures

Follow optimistic synchronization or non blocking paradigms.

Permit higher parallelism.

Widely adopted in open-source software (e.g., Metaõs Folly, 
Linux Kernel).

Key Property: Unsynchronized Reads

Threads can read from a shared memory location while it is 
being concurrently modified.
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Unsynchronized Reads/Traversals in concurrent 

data structures enable high scalability but 

Complicate Memory Management!
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Example: LockFree Stack [RK Treiber, IBM, 1986]
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class Node{ int data ; Node* next ;};
Node* Top = nullptr ;  

void push ( int data ) {
Node* node = new Node( data );
while ( true ) {

Node* t = Top;
node- >next = Top;
if ( CAS( &Top, t , node)) 

break ;
}

}

int pop () {
while ( true ) {

Node* t = Top;
if ( t == nullptr ) return EMPTY;

Node* next = t - >next ;
if ( CAS( &Top, t , next )) {

int res = t - >data
delete t; // ???
return res ;

}
}   

}

Top n1

n2

n3

n4



Pop(): LockFree Stack [RK Treiber, IBM, 1986]
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int pop () {
while ( true ) {

Node* t = Top;
if ( t == nullptr ) return EMPTY;

Node* next = t - >next ;
if ( CAS( &Top, t , next )) {

int res = t - >data
delete t; // ???
return res ;

}
}   

}

Top n1

n2

n3

n4

t

next

Unsynchronized read

Unsynchronized read

Works as long as the unlinked 

node is not reclaimed 



int pop () {
while ( true ) {

Node* t = Top;
if ( t == nullptr ) return EMPTY;

Node* next = t - >next ;
if ( CAS( &Top, t , next )) {

int res = t - >data
delete t; // ???
return res ;

}
}   

}

Problem: Read-Reclaim Race
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Reader: does not know if  any thread could 

concurrently free the node it is accessing.

Reclaimer: does not know if  any thread 

can access the node it is trying to free.

T1 read-reclaim race due to unsynchronized reads!



Solution: Safe Memory Reclamation (SMR)
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Readers learn whether a node is 

safe to access i.e. will not be 

concurrently reclaimed.

Reclaimers learn whether the 

node they have unlinked is safe 

to be reclaimed, i.e., no thread 

holds a reference to the node.

Synchronize readers and reclaimers to decide a safe time to 

reclaim unlinked nodes thereby resolving errors due to read-

reclaim races.



Key Aspect: UnlinkĄRetireĄReclaim
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New() SMR

Reclaim()

Retire()Concurrent 

Data Structures

Allocator

retired nodes: unlinked but not yet 

reclaimed (garbage).

retire set (retSet): per thread set to 

temporarily store retired nodes. 



Popular SMR 

Algorithms
Epoch Based Reclamation

Hazard Pointers



(I) EBR: Epoch Based Reclamation
Assumption:

Threads are Quiescent (do not access shared nodes)between two 

consecutive data structures operations.

Entry Point: Operations start from an entry point in data structure, e.g., 

head in lists or root in trees.

All threads announce when they are quiescent.

Reclaimers wait for all threads to go quiescent at least once to 

reclaim retired nodes.
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t1 t2

all nodes retired before t1 are 

Safe to free after t2time
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(2) HP : Hazard Pointers
Readers:

Reserve pointers to nodes before accessing.

Unreserve pointer after they finish accessing.

Reclaimers:

Scan all published reservations.

Reclaim all retired nodes that are not reserved.
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Å Epoch Based Reclamation:Fast but does not bound garbage

Å Hazard Pointers Reclamation:Bounds garbage but not fast

Å Ease of Use?



(II) HP : Complicated to Use

Identifying hazardous accesses!

Correctly reserving:

Write pointer at SWMR location.

Memory Fence

Validate reserved pointer.

Unreserve when operation exits.

What if  validation fails?
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int pop () {
while ( true ) {

Node* t = Top;
if ( t == nullptr ) {

unprotect();
return EMPTY;

}
protect(t);
if ( t ! = Top) {

unprotect();  
continue ;

}
Node* next = t - >next ;
if ( CAS( &Top, t , next )) {

int res = t - >data
retire t;
unprotect();  
return res ;

}}}

announce

validate

mfence



EBR : Easy to Use

Announce quiescence:

startOp():

endOp():
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int pop () {
startOp ( );
while ( true ) {

Node* t = Top;
if ( t == nullptr ) {  

endOp( );
return EMPTY;

}
Node* next = t - >next ;
if ( CAS( &Top, t , next )) {

int res = t - >data
retire t;
endOp( );
return res ;

}}}



Algorithms with one trade-off  or Another

Pointer Reservation: HP, PTB, HP++

Epoch Reservation: IBR, HE

Epoch Based: EBR, RCU, DEBRA

Optimistic Access: OA, AOA, FA, VBR

Hybrid: TS, FS, Cadence
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Per-read overhead

Unbounded garbage

Custom allocator & change in 

memory layout.

Compiler or architecture dependent

Change in memory layout of  nodes &

Weaker Bound on Garbage.



Three Problems Three Solutions

Problem 1: Difficult to achieve several desirable properties 

simultaneously.  Ą Neutralization based reclamation

Problem2: high uneven overhead in Hazard Pointers. Ą Publish 

on Ping

Problem3: Deferred reclamation paradigm has drawbacks. Ą

Conditional Access
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Problem 1
Difficult to achieve several desirable properties simultaneously.
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Performance 
Bounded 
Garbage

Wide 
Applicability

Usability

Desirable Properties in SMRs
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Problem1: No algorithm satisfies all key desirable properties.




